NudopmannoHHas NnaMATKA 1/ 00y4alOIIUXCS 1JI pa3MellleHus Ha
opunmaabubix UHTEpHET-pPECcypcax

C KaXXIbIM I'OA0OM MOJIOACIKN B HMHTCPHCTC CTAHOBUTLCA 60J'ILHI€, a IMKOJbHUKHU
OJIHA M3 CaMbIX aKTUBHBIX MOJb30BaTEICH PYHeTa. Mexcz[y TEM, IIOMHMO OI'POMHOIO
KOJIHNYCCTBA BO3M0)KHOCT€I71, HUHTCPHCT HCCCT U HpO6JICMBI. OTa mamsTKa JOJDKHA IIOMOYb
TeOe Oe30macHo HaXoAUTbBCA B CCTH.

Komnviomepnuie eupycoi

KomnbroTepHblii BUpPYC — 3TO pPa3HOBHJIHOCTh KOMIIBIOTEPHBIX IPOrpamm,
OTJIMYUTENIHON OCOOEHHOCTBIO KOTOPOW SBIJISETCA CIIOCOOHOCTh K pa3MHOXEHHIO. B
JOTIOJTHEHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WIM MOJHOCTHIO YHUYTOXHUTH BCE
(ailsibl ¥ JaHHBIE, TOJKOHTPOJIbHBIE MT0JIB30BATENI0, OT IMEHU KOTOPOIo ObLIa 3aIylieHa
3apakeHHas Mporpamma, a TakKe MOBPEAUTh WM JaKe€ YHUUYTOXKUTH OINEPAllMOHHYIO
cucteMy co BceMH (aillaMu B 1enoM. B OOJbIIMHCTBE ciydyaeB pacHpOCTPAHSIOTCS
BUPYCHI U€pe3 UHTEPHET.

MeTo/1bl 3aIMThI OT BPEAOHOCHBIX MPOrPaMM:

1. Hcnons3yli COBpEMEHHBIE OIEPAllMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aLUTHI OT BPEIOHOCHBIX ITPOrpaMM;
2. [TocrostnHO ycranaBiauBail martyu (UM@POBBIE 3aIUIATKH, KOTOpBIE

ABTOMAaTUYECKH YCTAaHABIMBAIOTCA C IEJIbI0 JOpabOTKH TIpOrpaMMbl) U ApYyrue
OOHOBIICHMSI CBOEH oOmepaloHHON cuctembl. CKayuBail UX TOJIBKO C O(HUIIMATBLHOTO
caiita paspaborunka OC. Ecim cymiecTByeT peXuM aBTOMAaTHYECKOTO OOHOBJICHUS,
BKJIIOYH €TO0;

3. PaGoraii Ha cBoeM KOMIbIOTEpPE IMOJ NpaBaMU IMOJb30BATENsd, a HE
aMUHUCTpaTOpa. OTO HE TIIO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrPaMM
MHCTAJUIUPOBATHCA Ha TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4, Wcnonb3yld  aHTHMBUPYCHBIE  IPOrpaMMHbIE  TPOAYKTHI ~ M3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM OOHOBIIEHHEM 0a3;

S. Orpannub GU3NIECKUI JOCTYI K KOMIBIOTEPY /ISl TOCTOPOHHUX JIHII,

6. Hcnonb3yli BHENIHME HOCUTENW HMH(OpMAIUu, Takue Kak (ielika, JUCK
WK (paiisl U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUYHUKOB;

7. He otkpbiBaii KoOMmbIOTepHBIE (aiiabl, MOJyYeHHBIE W3 HEHAIEKHBIX

UCTOYHMKOB. [laxke Te (ailsipl, KOTOphle MPUCIAT TBOW 3HAKOMBIN. Jlydmie yToyHH Y
HETro, OTIPABJISLI JIU OH TeOe uX.

Cemu WI-FI

Wi-Fi — 3T0 He Buj mepenauv JaHHBIX, HE TEXHOJIOTHS, & BCEro JIHIIL OpEHI,
mapka. Eme B 1991 roxy Huaepnanackas kommnanus 3apeructpuposana openn « WECAy,
yro obo3Hauano cioBocouyeranue «Wireless Fidelity», kortoperii mepeBomutcs kak
«OecrpoBOiHAsI TOYHOCTH.

Jlo Hamlero BpeMeHHM Jolia apyras ab0peBuarypa, KOTOpas sIBJISETCS TaKOM ke
TexHojoruei. Jto abopeuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha
CTaHIapT BhICIIMI 3BYyKOBOW TexHukH Hi-Fi, 4yto B mepeBonme o3Hauaer «Bbicokas



TOYHOCTBY.

Jla, OecCIIaTHBIA HHTEPHET-IOCTYN B Kade, OTeIsIX M a’poIlopTax SABISCTCS
OTJIMYHOM BO3MOYKHOCTBIO BBbIXOJIa B MHTEpHET. HO MHOrHME SKCHEpThI CYHMTAIOT, YTO
obmenoctymnubie Wi-Fi cetn He sBistoTcss 0€30MaCHBIMHU.

CoBeThl 10 O6e30macHOCTH paboTe B 00meaocTynHbIx cetax Wi-Fi:

1. He mepenmaBaii cBoro JuuHyr0 HH(popMammio depe3 odOmemocTynubie Wi-Fi
cetu. PaboTtass B HMX, *ellaTeIbHO HE BBOJAMUTH MApOJU JOCTYMA, JIOTMHBI U KaKue-TO
HOMeEpa;

2. Wcnonp3yit u OOHOBIA aHTUBUPYCHBIE TporpaMmbl U Opanmmayep. Tem
CaMbIM ThI 00e30MacuIllb ce0st OT 3aKaYKh BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun Gynkmnuto «OOmwmii noctymn k Qaiiiaam u
npuHTepam». JlanHas (QyHKUOMA 3aKphiTa 10 YMOJYaHUIO, OJHAKO HEKOTOphIE
M0JIb30BATENN aKTUBUPYIOT €€ JIIsl y100CTBA UCIIOJIb30BaHUs B paboTe Uiu yueoe;

4. He ucnonp3yit nyonuunsiii WI-F| nis mepenaun TUYHBIX JaHHBIX, HAIPUMED
JUTSL BBIXOJIa B COIIMANIbHBIE CETU WJIM B 3JIEKTPOHHYIO MTOUTY;

5. Hcnonw3y#t Toapko 3antuiieHHoe coequHenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOmwibHOM Tenedone otkmoun ¢yHkuuoo «lloakmouenne k Wi-Fi
aBToMaTuuecku». He momyckail aBTOMAaTMUeCKOTO MOIKIIOYEHHUS YCTPONCTBA K CETSIM
Wi-Fi 6e3 TBoerO coriacusi.

COL;uaJleble cemu

ConuanbHble CETH aKTUBHO BXOJST B HAlly >XKM3Hb, MHOTHE JIIOAM paboOTaloT U
KHUBYT TaM IIOCTOSIHHO, a B Facebook yxke 3apermcTpupoBaH MHIUIMAP]] YEIOBEK, YTO
ABJISICTCSL OTHOW CEIbMOU BCEX JKUTEJIEH IIJIaHEThl, MHOTHEe MoJIb30BaTENN HE TIOHUMAIOT,
4yTO MH(pOpMalUs, pa3MelleHHas MMM B COLMAJBHBIX CETAX, MOXKET ObITh HalJieHa U
UCTOJIb30BaHa KEM YTOJIHO, B TOM YHCJIE HE 003aTeIbHO ¢ OJaruMu HaMepeHHUSIMH.

OCHOBHBIE COBETHI 110 OE30MIACHOCTH B COI[MAIBHBIX CETSIX:

1. Orpanunyb cnucok apy3el. Y Te0st B APY3bAX HE JOJHKHO OBITh CIydalHBIX
Y HE3HAKOMBIX JIHOJICH;

2. 3amminai CBOIO YacTHYIO KuM3Hb. He ykaspiBail maponu, TenedoHsl, aapeca,
JaTy TBOM O POXACHUSA M JPYTyIO JUYHYIO HH()OpPMALHWIO. 3JI0YyMBIIUICHHUKA MOTYT
UCIIOJIb30BaTh Ja)ke HMH(OpPMAIMI0 O TOM, KaK Thl M TBOM DPOJUTENH IUIAHUPYETE
IPOBECTU KAHUKYJIBI;

3. 3ammumiaii CBOIO pemyTaluio — JepXKH Ce B YHCTOTE M 3ajaBail cebe Bompoc:
XxoTea Obl Thl, YTOOBI JApYyrue MOJIb30BAaTeNM BHUJIEIHM, UYTO Thl 3arpyxaeunib? Ilomymaii,
IPEX/Ie YeM YTO-TO OMyOIMKOBATh, HAMMMCATh U 3arPy3UTh;

4. Ecnu Tl roBopullb C JIOJbMH, KOTOPBIX HE 3HAe€lllb, HE HCIOJIb3YHl CBOE
peanbHOE UMS U APYTYIO JTUYHYIO HH(DOPMAIIU: UM, MECTO )KUTEIbCTBA, MECTO y4eObl U
pouee;

5. UsGeraii pasmemenust ¢ororpaduii B HMHTEpHETEe, TE€ Thl H300paKCHHUH
MECTHOCTH 10 KOTOPOW MOKHO OIPEAEIIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B cOLMaIbHOM CETH HEOOXOAMMO HCIOJB30BaTh CIOMKHBIE
[apoJin, COCTosALMe U3 OyKB M LU(P U ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;

7. JInsi cOMaibHOM CeTH, MOYTHI M JPYTHX CAMTOB HEOOXOIMMO HCIIOJIb30BaTh
pasHble mapoau. Torna eciau TeOs B3JIOMArOT, TO 3JIOYMBIIUIEHHUKH MOIY4aT JOCTYI



TOJILKO K OJHOMY MECTY, a HE BO BCE Cpa3y.
OnexmpoHHble OeHveu

ONEKTPOHHBIE JIEHBIM — ATO OYEHb YIOOHBIM crmoco0 IUIaTexe, OJHAaKO
CYLIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TU ACHBIH.

DONEKTPOHHBIE JIEHbI'M M IMOSBWIMCH COBCEM HENABHO M MMEHHO H3-3a 3TOTO BO
MHOTHUX IOCyJapcTBax 0 CUX MOpP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QYHKIHMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, IIe UX
pa3ensoT Ha HECKOJIBKO BHMJIOB — aHOHMMHBIE M HE aHOHUMHBbIE. Pa3Huia B TOM, 4TO
aHOHMMHBIE — D3TO T€, B KOTOpPBIX paspemiaercd MNpOBOAMTH oOlepanuu 0e3
UJCHTU(UKALMU T0JIb30BaTENsl, a B HEAHOHUMHBIX MICHTH(UKAIMM I10JIb30BaTEIIs
SIBIISIETCSI 00SI3aTEIbHOM.

Tak ke cruegyer pa3iauyarh dJIEKTPOHHbIE (QUAaTHbIE JEHBIU  (paBHBI
FOCYAApCTBEHHBIM BajllOTaM) U JJIEKTPOHHbIE He(pUaTHBIE JE€HbIM (HE pPaBHbBI
roCyJapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOI pabOoTe € ANEKTPOHHBIMU JEHBIAMMU:

1. [TpuBsixu K cueTy MOOUIBHBIN TesneoH. DTO caMblil yIOOHBIN U OBICTPBIN
Ccroco0 BOCCTAHOBUTH JOCTYN K cdyery. [lpuBsi3aHHbI TelaedoH TOMOXKET, €Clu
3a0y/IemIb CHOII TUTare)KHBIN Mapoilh W 3aiIeNIh Ha CAlT ¢ HE3HAKOMOTO YCTPOHCTBA,

2. Hcnonb3yit oaHopa3oBble maponu. Ilocne mepexoga Ha YCHICHHYIO
aBTOpHM3alMi0 Tebe yke He OyneT yrpokaTb ONACHOCTh KpakM WM IepexBara
TUTaTEKHOTO TTapOJIs;

3. Boeibepu cnoxubiii mapons. IlpectynmHukam Oyzner He MPOCTO yrajaaTh
CIIOKHBIN mapoib. HajexxHele maponu — 3TO MapoJid, KOTOpble COAep)kKaT He MeHee 8
3HaKOB M BKIIIOYAIOT B C€0S CTPOYHBIE U MPOMHUCHBIE OYKBBI, IMUPPHI U HECKOIBKO
CHUMBOJIOB, TaKMe Kak 3HaK JojUiapa, (yHTa, BOCKIHMIIATEIbHBIN 3HAK W T.I. Hampumep
$tRONg!;;

4, He BBOM CBOM JTMUHBIE JAHHBIE HA CAWTaX, KOTOPBIM HE JIOBEPSECIIIb.
InekmpouHnas nouma

DNEKTpOHHAs MOYTa — 3TO TEXHOJOTHS W MPEJOCTABISIEMbIE €10 YCIYyTH MO
MEPEChUIKE M TOJYUYCHHIO OJJICKTPOHHBIX COOOIIEHUN, KOTOpPBIE pPACHpENesioTCsS B
KOMITBIOTEPHOUN ceTu. OOBIUHO ANEKTPOHHBIM MOYTOBBIN SIUIUK BBITJSIUT CICAYIOIINM
o0pa3oM: UMs_TIONIb30BaTENA(@HUMs_JToMeHa. Takke KpoMe IMepefadu MpoCTOro TEeKCTa,
MMEEeTCsI BO3MOXKHOCTh TIepe1aBaTh (Haitsibl.

OCHOBHBIE COBETHI 10 6€30MacCHON paboTe C IIEKTPOHHOMN MOYTOM:
1. Hago BbIOpaTh mnpaBUIbHBIM TOYTOBBIA cepBUC. B uHTepHeTe ecTh

OTPOMHBIN BBIOOP OECIIIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIyUIle JOBEPSITH TEM, KOTO
3HACIb U KTO IEPBBIA B PEUTHHIE;

2. He yka3biBaii B muuyHO# mourte JuuHyro uHbopmanuoo. Hanpumep, mydie
BBIOPATh «MY3BIKATBHBIN (paHaT@» unm «pok2013» BMecTo «remal3»;
3. Hcnonp3yit NBYXATanmHyIl0 aBTOpHU3ALMI0. OJTO KOTJa IMOMHUMO HapoJs

HY>KHO BBOJIMTH KO/, MPUCHITIaeMBbIi 10 SMS;
4, Be16epu ciioxHbINM 11aposib. [ Ka)a0ro mouToBOro simuKa JO0JDKEH OBITh



CBOM HAJEXKHBIM, YCTONYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecTtp BO3MOXXHOCTH HamucaTh CcaMOMY CBOM JIMYHBIM BOIPOC,
HCIIOJIb3YH 3TY BO3MOKHOCTB;
6. Hcnonb3yil HECKOJIBKO TIMOYTOBBIX SAIIUKOB. IlepBbIii s YacTHOU

MEPENHCKHU C aJipecaTaMy, KOTOPBIM Thl JOBEpPSICIIb. DTOT JIEKTPOHHBIN aJpec HE HaA0
UCIIOJIb30BATh NP PErUCTpalivi Ha popymMax U caiTax;

7. He otkpbiBaii (aiinbl ¥ Apyrue BIOKEHHS B HUCbMaxX JaXe €CIU OHU
HPULUIK OT TBOUX Jipy3ei. Jlydie yTouHH y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (Pailibl;
8. [Tocne oxoHuaHust pabOTHI HAa IOYTOBOM CEpBHCE IEpell 3aKpbITHEM

BKJIQJIKU C CaliTOM He 3a0y/b HaXXaTh Ha « BeIATHY.
Kubepbynnune unu supmyanvnoe uzdesamenibCcmeo

KubepOymnmuHr — mpeciieoBaHre COOOIICHHUSIMHU, COJEPKAIIUMU OCKOPOICHUS,
arpeccuro, 3allyTUBaHWE; XYJIUTAHCTBO; COLMAIBHOC OOMKOTHPOBAHWUE C IOMOIIBIO
pa3IMYHBIX HUHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI IO 00pbOE C KNOEPOYIITUHIOM:

1. He 6pocaiics B 60ii. JIyummii crmoco0: MOCOBETOBATHCS Kak ce0sl BECTH H, €CIU
HET TOro, K KOMY MOHO OOpaTUThCS, TO BHayaje YCHOKOUThCA. Eciam Thl HavHeb
OTBEYaTh OCKOPOJCHUSIMU TIa OCKOPOJEHHs, TO TOJBKO eIie OOJbIIe Pa30XKKEIIh
KOH(JTUKT;

2. YrpaBisii cBoelt KHOeppenyTamuei;

3. AHOHMUMHOCTH B ce€T MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He cTouT BECTHM XYyJIWTaHCKUKH 00pa3 BHUPTyaJbHOM JKU3HU. VHTEpHET
dukcupyer Bce TBOM JEHCTBUS M COXpaHsIeT UX. YJalIUThb HUX OylIeT KpaiiHe
3aTpyAHUTEIBHO;

5. Coburo/1aii cBOM BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. Uraopupyit enmHUYHBIA HeraTuB. OTHOpPa30BbIe OCKOPOUTEIIbHBIC COOOIIECHHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccHs MpeKpaniaeTcsl Ha Ha4yalbHOU CTaNH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COIMANILHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKH OTHPAaBKUA COOOIIEHUN ¢
OTIPE/ICJICHHBIX aJIPECOB;

8. Ectu Te1 cBumerens kubOepOymiuura. TBoW ACUCTBHA: BBICTYMHUTH MPOTUB
MpecienoBarelisa, I[OoKa3aTb €My, 4YTO €ero JCHCTBHUS OLICHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh KEPTBY, KOTOPOU HY)KHA TICUXOJOTHYECKAsT TTIOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOTO MOBE/ICHUS B CETH.

MobunvHulii meneghon

CoBpemeHHble cMapT(OHBI M IUIAHILETHI COJEPXKAT B cebe BIIOJIHE B3POCIBIM
($yHKIMOHAJ, U TETIEPh OHU MOTYT KOHKYPHPOBATh CO CTAlMOHAPHBIMU KOMITBIOTEPAMH.
OpnHako, CpeCTB 3aIUUTHI Ul OJOOHBIX YCTPOWCTB MOKa O4eHb Majo. TecTupoBaHue u
IIOUCK YSI3BUMOCTEH B HUX IIPOMCXOJAUT HE Tak MHTEHCHBHO, kak ais IIK, To ke camoe
KacaeTcsl U MOOWIJIbHBIX IPUIIOKEHHUH.

CoBpemMeHHbIE MOOWIIbHBIE Opay3epbl YK€ IMPAaKTUYECKU JIOTHAJIM HACTOJIbHbBIE
aHAJIOTH, OJJHAKO paclIMpeHHe (YHKIHMOHAJA BIEYeT 32 COOO0M OOJBIIYIO CIOXKHOCTh U



MEHBUIYIO 3AIIUIIEHHOCTb.

Jlaleko He Bce TNPOU3BOJIUTENM BBIMYCKAIOT OOHOBIICHHUS, 3aKpbIBAIOIIUE
KPUTHUYECKHUE YSA3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI J1Jisi 0€30MMaCHOCTH MOOMJIBLHOTO TesedoHa:

1. Hudero He sBisieTcsl MO-HAcTosIeMy OecruiaTHbIM, Bynb ocTopokeH, Benb
Korjga tebe MmpeajaratoT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-TO
IUTATHBIE YCIYTH;

2. Iymaii, mpexae yem otnpaBuTh SMS, ¢poTo unu Bumeo. Tl TOUHO 3HACHTH, T]IE
OHM OyIyT B KOHEUHOM UTOTE?

3. Heo0xo0ammo 0OHOBIIATE OMEPANMOHHYIO CUCTEMY TBOETO CMapThOHA;

4. cnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JIJIs1 MOOUJIBHBIX TeNIE(POHOB;

5. He 3arpyxail npuiio)K€HHUS OT HEWU3BECTHOI'O HCTOYHUKA, BEIb OHHU MOTYT
coJiep>KaTh BPEJIOHOCHOE MPOTpaMMHOE 00eCTIeueHuE;

6. [Tocie Toro kak THI BEIHACIIL C caliTa, I/Ie BBOJAWJ JIMUYHYIO MH(OpMAIHIO, 33
UM B HACTPOMKHU Opay3epa u yaaau COOKIes;

7. [lepuomyecky TMpoBepsii Kakue IUIATHbIE YCIYTM aKTUBUPOBaHBI Ha TBOEM
HOMeEpE;

8. [laBaii cBOf HOMEp MOOWIIFHOTO Tene(OoHa TOIBKO JIOASM, KOTOPBIX ThI 3HACIIIb
U KOMY JTOBEpSEIIIb;

9. Bluetooth nomkeH OBITH BBIKIIOYCH, KOTJIa Thl MM HE TMOJb3yenibcs. He
3a0bIBail HHOTAA MPOBEPSITH 3TO.

Online uepwi

CoBpeMEHHBIE OHJIANMH-UTPBl — 3TO KPACOYHBIC, 3aXBATHIBAIOLIUE PA3BICUYECHUS,
00BEeIMHSIONINE COTHHU THICSIY YEJIOBEK MO BCceMy MHpPY. Mrpoku MccneayoT TaHHBIH UM
MUp, OOIIAIOTCS APYT C JAPYroM, BBINOJHSIOT 3aJlaHus, CPaKalOTCsl C MOHCTpaMU U
MOJIy4arOT OMBIT. 3a YJAOBOJICTBUE OHH IUIATAT: MOKYMAKT JHCK, OIUIAYUBAIOT
aOOHEMEHT WJIM TPUOOPETAIOT KAaKKUe-TO OMIUH.

Bce atu cpenctBa uayT Ha NOAJEp)KaHWE M Pa3BUTHE WIPBI, & TAK)KE Ha caMy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbI aBTOPU3alLlMU, BBITYCKAIOTCS HOBBIE MAaTYU
(undpoBbIe 3aMIaTKH 1711 IPOrPaMM), 3aKphIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B momoOHBIX HUrpax CTOMT omacaTbCsl HE CTOJIBKO CBOMX COIEPHHMKOB, CKOJBKO
Kpa)kil TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMKU OOJIBIIMHCTBA UTD.

OcHoBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecniu gpyroit urpox BenmeT ce0si IJIOXO WM CO3/aeT Tebe HEeNmpHUATHOCTH,
3a0JIOKUPYH €ro B CITUCKE UTPOKOB;

2. [oxanyiics agAMHHHCTpAaTOpaM WIpbl Ha IJIOXO€ MOBEIECHHUE 3TOr0 HIrpoKa,
JKEJIATENbHO MPUII0KUTh KaKHE-TO JI0KA3aTEIbCTBA B BUAE CKPUHOB;

3. He yka3bIBait muunHyio nHGOpMaIHioO B mpodaiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 1O UTPE;

5. He ycranaBnuBaii HeopuIMalIbHbIE MATUYX U MOJIbI:

6. Vcrionb3yii ClIOXKHBIE U pa3HbIE TapOJIu;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYATh aHTUBMpYC. [loka ThI urpaenib, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaosica Tu4HblX OQHHbIX



OOBIYHOM Kpaxkell IeHer W JOKYMEHTOB CErOfHs YK€ HUKOTO HE yIWBHUIIIb, IO C
Pa3BUTHEM WHTEPHET-TEXHOJOTUHN 3JOYMBIIUICHHUKH IEPEMECTHIINCh B UHTEPHET, U
IPOJOJIKAIOT 3aHUMATHCS «IFOOMMBIMY JIETIOM.

Tak nmosiBUiIach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DUILMHT, TJIaBHAS
1eJIb KOTOPOT'O0 COCTOWT B TMOJYYEHHWU KOH(HIEHUHMATBHBIX JAaHHBIX MOJIb30BaTeNel —
JIOTHHOB U mapoJieii. Ha anrmuiickom si3bike phishing untaetcs kak ¢ummnr (ot fishing —
pBIOHAS JIOBJIsS, PASSWOrd — mapoJinb).

OcHOBHBIE COBETHI IO 00PHOE ¢ PUITMHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaeliib, 4TO TBOSI aHKETa
ObUTa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHpPOBaTh €€ M COOOIIUTH aJIMUHUCTPATOpPam
pecypca 00 3TOM KaK MOKHO CKOpee;

2. Ucnonb3yit Ge3omacHble BeO-CAMTHI, B TOM. YHCIE, WHTEPHET-MAara3uHOB U
MOMCKOBBIX CHCTEM;

3. Ucnonw3yii cnoxHbIe U pa3Hble mapoiau. Takum oOpazom, eciu Te0s1 B3IIOMAIOT,
TO 3JIOYMBIIIEHHUKH TIOJIyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MpO(dHIIto B CETH, a HE
KO BCEM;

4. Ecaun Tebs B370Malii, TO HEOOXOAMMO HPENYIpPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J100aBJIEHBI Yy TEOS B APY3bsiX, O TOM, 4TO TeOsl B3JIOMAald M, BO3MOXXHO, OT
TBOETr0 UMEHU OYIET PacChUIATHCS CIIaM M CChUIKU Ha (DUIITMHTOBBIE CAUTHI:

5. YcranoBu HagexHbIl napoib (PIN) Ha MoOunbHEIN TenedoH;

6. OTKII0YM COXpaHEHHE MapoJs B Opaysepe;

7. He oTkpsiBail (ailnibl 1 Ipyrue BIOKEHHs] B MUChMaX Jake €CIM OHU TPUIILTH
OT TBOMX Jipy3eil. JIyulie yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (ailiibl.

Lugposas penymayus

Hudposas pemyranusi — 3TO HeTaTUBHAs WM MO3WTHUBHAs WH(OpPMAIIUS B CETH O
tebe. Kommpomerupyromias nadopmanus pazMenieHHas B MHTEPHETE MOXKET CEpbe3HBIM
0o0pa3oM OTpa3uThCs Ha TBOEH peanbHOU >ku3HU. «[ludpoBas penmyranmmum» — 3T0 TBOU
UMUK, KOTOPBIN popMupyercs u3 nHdopmaiuu o Tebe B UHTEPHETE.

TBoe MecTo XHUTENbCTBa, yueObl, TBOE€ (DMHAHCOBOE TMOJIOKEHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KUX — BCE 3TO HAKATUTMBAECTCS B CETH.

MHorue TOAPOCTKH JIETKOMBICJICHHO OTHOCSTCS K MNYOJHMKallUM JIMYHOU
uHpopmanuu B MHTepHeTe, HE TMOHUMAas BO3MOXHBIX TMOCHeACTBUU. Thl nmaxke He
CMOJXEIIb JIOTafiaTbcss O TOM, 4To Qortorpadus, pa3MemieHHas S5 JeT Hazal, craia
NPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazmemenne TBoux ¢dororpaduii u apyrue ASHUCTBUS MOTYT HE
MCYE3HYTh JaXKe IMOCJEe TOro, Kak Thl UX yJaluiib. Tbl HE 3HACIIb, KTO COXPAHUI 3TY
uH(OpPMAIINIO, TIOTajia JJM OHA B TTIOMCKOBBIE CHCTEMBI U COXPaHWIACH JIU OHA, a TJIABHOE:!
4TO MOAYMArOT O TeOe OKpyKarolee JIOJU, KOTOpble HAWAyT U YyBUIAAT 3TO. HaitTu
MH(OPMALIUIO MHOTO JIET CIIYCTSl CMOXKET JIF0OOM — Kak U3 T0OPBIX MOOYXKACHUM, TaK U C
HaMEpPEeHHEM NIPUUMHHUTD BpeJl. DTO MOXKET OBITh KTO YTOAHO.

OcHOBHBIE COBETHI 10 3alIUTe HU(PPOBOI penyTaiuu;

1. TTogymaii, mpexkae yeM uTo-TO MyOJIMKOBATh U MepeaaBaTh y ce0s B Oyiore win
B COITMAJIBHOM CETH;

2. B HacTpolikax nmpoduisi yCTaHOBU OTPaHUYCHUS HA TPOCMOTP TBOETO MPOpHIIs
U €ro COAEPKUMOT0, ClIeNIall €ro TOIbKO IS IPy3€ei»;

3. He pasmemaii u He yka3piBaili MHQOpPMAIUIO, KOTOpask MOXET KOTo-JIn0o



OCKOPOJISATh UK OOMKATh.
Aemopckoe npaso

CoBpeMeHHbIE IKOJIbHUKH — aKTUBHBIE MOJIb30BATEIN HU(POBOrO MPOCTPAHCTBA.
OpHako anexko He BCe 3HAIOT, YTO MOJIb30BAHNE MHOTMMHU BO3MOXHOCTSIMHU IIM(PPOBOTO
Mupa TpedyeT COONMI0AEHHS PaB Ha HHTEIUIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMHUH «UHTEIUIEKTyallbHasg COOCTBEHHOCTb» OTHOCHTCS K  Pa3IMYHBIM
TBOPEHHUSIM UYEJIOBEYECKOT0 YyMa, HauyMHas C HOBBIX M300peTEHUH U 3HAKOB,
0003HayYaOUIMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH , M 3aKaHYMBas KHUTaMH,
¢dotorpadusimMu, KUHOPUIBMaMH U MY3bIKaJIbHBIMH [TPOU3BEICHUSIMHU.

ABTOpCKHE TMpaBa — JTO MpaBa Ha HUHTEIUIEKTyaJlbHYIO COOCTBEHHOCTh Ha
IPOU3BEACHUSI HAyKH, JUTEPATypbl M HUCKYCCTBA, ABTOPCKME IIpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJUIEKTYaJbHBII/TBOPUECKUN TPy aBTOpa HE OyAaer
HAIPACHBIM, JIJaCT €My CIPABEAJIUBbBIE BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOETO
TpyAa, HOJYyYUTh U3BECTHOCTHh U NMpu3HaHue. Hukro 0e3 paspelieHus aBTopa HE MOXKET
BOCIIPOU3BOJUTH €r0 IPOU3BEAECHUE, PACHPOCTPaHITh, MYyOIMYHO JIEMOHCTPUPOBATD,
npojaBaTh, HMMIOPTUPOBAaTh, MYyCKaTb B  MpOKaT, MyOJWYHO  HCIOJIHATb,
NOKa3bIBATh/UCHIONHATH B 3(upe Win pazmemiars B IHTepHere,

Hcnonp3oBaHue «MHUPATCKOrO» MPOrpaMMHOr0 O0OECHeUeHUs] MOXKET NMPUBECTH K
MHOTUM pHCKaM: OT IOTEPU JAaHHBIX K TBOMM aKKayHTaM A0 OJIOKUPOBKH TBOETO
YCTPOWCTBA, IJIe YCTAHOBJICHHBIM HE JierajibHas mporpamma. He cTouT takxke 3a0bIBaTh,
YTO CYIIECTBYET JIETalbHbIe U OeCIIaTHbIE TPOrPaMMBbl, KOTOPbIE MOXHO HATH B CETH,

(0] nopmarne

CereBUuOK.p — TBOW TJIABHBI COBETUYMK B CETU. 37€Ch Thl MOXEIb y3HATh O
0€30MacHOCTH B CETH TMOHSATHBIM M JOCTYIHBIM SI3BIKOM, a TPH BO3HUKHOBEHHUH
KPUTUUYECKOU CUTYallUM OOPATUTHCS 32 COBETOM. A TaKke MPUHATH y4acTHE B KOHKypcax
U CTaTh CaMbIM ITU(GPOBBIM TPaXKTAHHHOM!



